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Introduction
Choosing the best digital tools for your organization 
raises many questions related to data safety and 
security. For most labs, understanding how their data 
is being handled is just as important as the set of 
features a certain software offers and there are various 
reasons for it – from making sure the data is in good 
hands to checking various compliance checkboxes.

For additional questions or concerns, 
you can always schedule a meeting 
with our dedicated team or contact 
us at premium@scinote.net

Despite its importance, it is not always easy to under-
stand all the technological aspects related to data  
protection, which goes hand in hand with choosing 
the right ELN for your lab. 

We prepared a simple, yet informative document  
explaining various parts of SciNote data protection  
practices.

Choosing the Right ELN 
for Your Lab

This overview includes both technical measures we 
have implemented, as well as SciNote features that 
enable you as a customer to manage the data in Sci-
Note according to the highest standards in scientific 
data management. 

Highest Standards

https://app.hubspot.com/meetings/scinotereps/team
mailto:premium%40scinote.net?subject=
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SciNote 
Infrastructure

SciNote is a cloud-based software, which means the 
application is available online. Users access SciNote 
with their username and password, which allows them 
to manage their research data and collaborate with 
others in real-time. 

Software installation, development and updates are all 
part of the service we offer, which is especially conve-
nient for organizations that don’t have an internal IT 
team at hand. 

Every cloud-based software uses one or multiple 
servers, which are physical machines where the entire 
database of the application is safely stored. 

We use one of the strongest platform providers for 
hosting SciNote data - Amazon Web Services (AWS), 
which guarantees 99.999999999% persistence of all 
uploaded files and offers state-of-the-art physical 
protection for the servers and infrastructure. 

Servers

Cloud hosting

For Premium customers, we also offer a separate 
instance setup - which is accessible for each organiza-
tion via a unique URL. 

It is important to emphasize that cloud hosting does 
not influence external access to your data – AWS 
access to customer data on the server is available only 
via SciNote application based on each user’s individual 
permissions. 

SciNote uses a combination of storage 
technologies to ensure customer  
data is protected

https://scinote.net/premium/?utm_source=Data%20Protection%20pdf&utm_medium=Data%20Protection%20pdf
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SciNote 
Infrastructure

SciNote Free database is physically stored in Dublin, 
Ireland, EU. 
For SciNote Premium, organizations can choose from 
locations, depending on where they prefer to have 
their data stored: 

Backups for all SciNote instances are in Dublin,  
IRELAND, EU. Original database and backups are 
kept on remote locations on purpose, to ensure data 
remains unharmed in the unlikely case of natural 
disasters. 

Server locations

Some organizations want to have data stored on their 
local servers instead, which is mostly due to their 
internal rules and policies. 

For this purpose, we also offer local installation of 
SciNote with our Premium plans. 

However, such organizations then need to have an 
internal member or team responsible for deployment, 
maintenance and updates of the software. 

Local installation

SciNote 
Infrastructure

• Montreal, CANADA
• East Ohio, USA
• Frankfurt, EU
• Hong Kong, CHINA
• West Oregon, USA
• Sydney, AUSTRALIA

https://scinote.net/premium/?utm_source=Data%20Protection%20pdf&utm_medium=Data%20Protection%20pdf
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Data Storage and Backups
SciNote stores and backs-up data in two ways:

Files Database
For files that are uploaded into SciNote, we use 
Amazon AWS S3 service. 

We replicate all files that are uploaded into SciNote 
into a separate S3 server in the separate back-up 
location. The mirroring is done with no deletion, so 
even if you (accidentally) remove files from SciNote 
they are still stored in the mirrored data center. 

PostgreSQL Relational Database
This database is backed up using automatic Amazon 
AWS tools on a daily, weekly and monthly basis.

• For SciNote Free, we always keep the last  
7 daily back-ups

• For SciNote Premium, we keep the last 35 daily 
backups, weekly backups of the previous month 
and all monthly backups

SciNote 
Infrastructure

 − Stephanie Wallace, Scientific Officer,  
MicroMatrices Ltd, UK

“We were impressed with the security and 
features of the SciNote system. Everyone 
we spoke to at SciNote was able to clearly 
answer our questions and understand our 
concerns.”

https://www.scinote.net/testimonials/
https://www.scinote.net/testimonials/
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Local Installation
For local installation customers, updates are per-
formed once or twice per year. 

Even though SciNote provides all necessary informa-
tion, updates are done by the organization’s internal IT 
personnel. On average, we have a new SciNote release 
at least once every 3 months. 

Since features for Free and Premium differ, we also 
make the updates separately.

For additional questions or concerns, 
you can always schedule a meeting 
with our dedicated team or contact 
us at premium@scinote.net

Cloud
For cloud customers, all updates are automatic and 
done by SciNote. 

Updates
SciNote software developers and application special-
ists are constantly improving SciNote. 

All new features developed in a certain period are 
released together with each software update.

SciNote 
Infrastructure

https://scinote.net/premium/?utm_source=Data%20Protection%20pdf&utm_medium=Data%20Protection%20pdf
https://app.hubspot.com/meetings/scinotereps/team
mailto:premium%40scinote.net?subject=
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Software
Development
Agile Software Development

Open Source Software

SciNote has been developed using the best agile soft-
ware development practices, which allows us to have 
frequent releases, offers more flexibility in terms  
of the product development roadmap and enables us 
to quickly adapt  
to customer’s needs. 

Agile software development practice also prioritizes 
the software quality by design, as testing and debug-
ging are a vital part of every software development 
cycle, and are incorporated in the process by default.

The core of the SciNote software is open source, which 
means that the source code is available on GitHub 
for anyone to install and modify further. Open source 
guarantees software longevity, meaning customers 
are not dependent on SciNote as a vendor/software 
provider.
 
There are many reasons why this is beneficial:

• Anyone can install the open source version (which 
mostly correlates with SciNote Free) on their local 
servers and create new features or adapt it to their 
needs

• Community can help with faster development and 
bug detection for maximized security
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Encryption

User Roles & Permissions

SciNote uses following means of data encryption to 
ensure maximum security: 

Research data is extremely sensitive and needs to be 
shared with caution – even within institutions, labs and 
research groups. 

Each user role in SciNote has a pre-defined set of 
permissions that affects creating, editing, deleting, 
viewing and access to data within SciNote. 
Free users can assign 3 different user roles within the 
team and additionally 4 different user roles for every 
project. 
 
Premium customers have an extra hierarchical layer 
with an additional user role called Organization ad-
ministrator. 

SciNote also communicates with  
external services using safe  
connections (SSL technologies): 
Heroku PostgreSQL database (SSL)  
and Amazon S3 (HTTPS).

• Encryption of data at rest:  
server-side encryption uses one of the strongest 
block ciphers available, 256-bit Advanced Encryp-
tion Standard (AES-256) 

• Encryption of data in transit:  
all data between clients and SciNote is also encrypt-
ed using strong HTTPS protocol (TLS 1.2), RSA SSL 
certificate and strong 256-bit key exchange

• Encryption
• User roles and permissions
• Timestamping
• Deleting and archiving
• Title 21 CFR Part 11 Compliance
• GDPR Compliance
• GLP & GMP Compliance
• Exporting data out of SciNote

Software Features
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Software Features

Timestamping

Deleting and Archiving
In order to support data integrity and traceability, very 
few elements within SciNote can be deleted, most of 
them can only be archived. 

All actions within SciNote 
are timestamped, so 
users know exactly who 
did what and when. 

SciNote Free offers 
activity tracking, which 
also includes filtering by 
several parameters, such 
as by user, sample, date, 
action etc. 

 − Ingenza Ltd, Roslin Innovation Centre, UK

“With the help of SciNote implementation 
specialists, we chose which features of the 
software worked best for us and defined a 
company-wide method for recording data. 
SciNote then trained all our staff.”

SciNote Premium Industry plan includes the addition-
al audit trail function, which includes timestamped 
records that display both old and new data values and 
are available for export. This enables full traceability of 
all customer data in SciNote. 

https://www.scinote.net/testimonials/
https://scinote.net/premium/?utm_source=Data%20Protection%20pdf&utm_medium=Data%20Protection%20pdf
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Title 21 CFR Part 11 Compliance

GDPR Compliance

Software Features

SciNote Premium Industry plan offers 21 CFR Part 11 
Add-on, that includes features needed for compliance 
with FDA’s regulation on electronic records and elec-
tronic signatures. 
 
Such SciNote features include: detailed audit trail, 
advanced user management, electronic signatures, 
electronic witnessing and security features, such as 
password expiration settings and system log records.
 
For more details regarding the 21 CFR Part 11 compli-
ance, you can get in touch with us and ask for SciNote 
21 CFR Part 11 Compliance Matrix.

SciNote is committed to continuously strive for GDPR 
compliance by making the personal data protection 
across our company a priority – not only for our Euro-
pean customers, but for everyone.  

A detailed, simple and transparent description of our 
personal data handling can be found in our SciNote 
Users privacy policy. It describes every aspect of per-
sonal data - from how and why we process personal 
data to data protection rights and how they can be 
exercised.  

If customers are acting as data controllers and wish 
to use SciNote for personal data processing, we are 
available for help and consultation on how to achieve 
that for your organization.

https://scinote.net/premium/?utm_source=Data%20Protection%20pdf&utm_medium=Data%20Protection%20pdf
https://email.scinote.net/meetings/jana7/scinote-meeting?utm_source=Data%20Protection%20pdf&utm_medium=Data%20Protection%20pdf
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GLP and GMP Compliance

Software Features

SciNote not only enables GLP / GMP compliance, 
but makes it more convenient, since all study related 
documentation can be saved and structured in a 
systematic way:

• SciNote has a protocol repository, which can 
be used and linked to individual experiments. 
Additionally, it also lets you keep track of several 
versions of a protocol

• Protocols are linked to other research data, such as 
samples, people, date, instruments Entry format is 
unified throughout SciNote

• Experiment templates are available for re-use
• Product reports let customer gather any piece of 

data instantly
• Total traceability of data and actions

 − Alexander Sougiannis, University of 
South Carolina School of Medicine, USA

“I have found SciNote to be my top choice 
among the ELNs. SciNote has set a new 
standard for the future of data management 
in the field of medical science.”
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Exporting Data out of SciNote

Software Features

The data can be exported from SciNote in 
multiple ways: 

Reports
Users can create reports by selecting any piece of 
data within SciNote and structure it in a report, which 
can be saved and downloaded in .pdf format. All files 
which have been uploaded in SciNote can simply be 
downloaded in the same way.

Protocol Export
All protocols can be exported in .eln format, which 
means they can be uploaded to another SciNote 
team or organization at any time. 

Export All
Additional feature is available for SciNote Premium, 
which lets customers export all project’s data in a 
readable format with all attachment neatly organized  
in folders. 

Inventories Export
Users can export inventory items from the SciNote 
inventories. Each user can  
export the data they have access to in terms of proj-
ect user role permissions. 



13

Database Dump

Deleting the SciNote Premium Instance

All Premium customers  receive a link with two  
directories.  

The first (‘database’) contains a database dump in 
SQL format, that customers can import into Post-
greSQL database using psql command. 

The second (‘files’) contains all files within SciNote, 
that should be located on the filesystem. 

Exit Strategy
Although we strive for long-lasting business 
relationships with our customers, we understand 
the importance of exit freedom when it comes to 
switching between ELN vendors without compromise 
to your data. This is why SciNote has a well-defined 
exit strategy for our customers, designed around data 
portability.  

Upon subscription cancellation, Premium customers 
are offered a certain time period to export their data, 
using the reports and export all features described 
before.

There is also a third file ‘variables.env’ which contains 
necessary environmental variables for setting up 
SciNote instance (if needed), and correctly interpreting 
the folders structure files within SciNote, that should 
be located on the filesystem.

Since SciNote Premium is hosted on separate instanc-
es, the instance is shut down upon cancellation with 
all data deleted. 

In case you need any further clarification, please con-
sult with one of our team members. We are happy to 
answer any questions or concerns you might have for 
your organization.  
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SciNote Plans

Your SciNote Plan

Suitable for individual use and for teams, these plans 
offer more storage for your data, additional team 
management functionalities & even safer working 
environment.

 − Alexander Sougiannis, University of 
South Carolina School of Medicine, USA

“SciNote is already widely used both in 
academic and industrial labs. We found the 
fee structure to be simple and reasonable.”

 − Samuel Munroe, IT Manager, Elstar Ther-
apeutics Inc, USA

“My experience with the SciNote team has 
been very good. Their responsiveness and 
ability to solve any issues in a timely manner 
is something that is very import to us.”

 − Shen Lin, Research Scientist, Talee Bio Inc, USA

“When we paid for the premium version of 
SciNote I went over the platform with a key 
account manager, who guided me through 
the basic layout. I could use it the next day.”

For additional questions or concerns, 
you can always schedule a meeting 
with our dedicated team or contact 
us at premium@scinote.net

https://www.scinote.net/testimonials/
https://www.scinote.net/testimonials/
https://www.scinote.net/testimonials/
https://www.scinote.net/testimonials/
https://www.scinote.net/testimonials/
https://app.hubspot.com/meetings/scinotereps/team
mailto:premium%40scinote.net?subject=

